Follow up OBSERVATIONS AND QUESTIONS Regarding the GDPR
M. and R. PALMER

We are NOT lawyers; we are NOT offering this as legal advice; and, we encourage all the members to investigate these issues themselves.  Rather, we are simply providing you with the information we have encountered to date, as we are currently negotiating agreements with EU partners.  We are hoping to encourage open GROUP discussion of these matters. 

The General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) is a regulation by which the European Parliament, the Council of the European Union (EU)and the European Commission intend to strengthen and unify data protection for all individuals within the European Union (EU).  The 261-page English language version of the document has 99 articles, is vaguely written in several areas; and should be used in conjunction with personal data protection laws for each EU member state – many of which are still being drafted and/or amended.  This still imperfect combination of laws carries with it large penalties for persons and companies around the world who process personal data regarding EU residents.  Aside from imposing many complex and rigorous requirements on investigators and those ordering such investigations on a world-wide basis, these legal requirements and penalties are enforceable throughout much of the world – certainly in North America.  

As was recently written by an Israeli tech company security officer, “While much has been written about GDPR’s rules, sanctions, and fines, it appears GDPR is often treated as if its effect is equal to any company regardless of size. On paper, it seems that any company that violates the new data privacy regulation will suffer the same international sanctions. GDPR, however, will not have the same effect on every size company.  For smaller companies, the smallest fine could likely be like a death penalty.”

The majority of the professional investigators effected by the GDPR are NOT multimillion dollar companies with their own dedicated IT security staff, legal staffs or even affordable and constant access to a consultant on GDPR matters.  Therefore, understanding even some major concepts of the GDPR is critical to the survival of our companies and our industry.  It also illustrates what happens when a bureaucracy pursues extreme data protection without considering how this can damage the rights of self-protection of its citizenry and its effects on the investigative industry.  We do not address all of the requirements stemming from the GDPR such as data storage, secure transport of the information, extensive logs of all actions, and reporting data breaches.  While the penalties for these issues are equally punitive, we tried to restrict ourselves to the key areas in which we believe non-EU investigators will encounter the most likely conflict in accepting this law.

I would like to thank the many colleagues who responded to our first email – to the group as well as offline directly to us - regarding our suggestion for a discussion of the impact of the GDPR on our industry and the membership.  We would like to reiterate that we are not experts in this subject matter and are only looking to start a professional group discussion of what this law will mean to the investigative industry.

To be more explicit, we are attempting to look at a new law in the EU and determine how it will affect the investigation industry – as well as non-EU investigators, because that is what we are.  Recognizing that this is a new law that has quite apparently not yet been fully analyzed, we noted that several respondents provided answers that were contradictory – each claiming to have the real insight.  Therefore, we encourage the members to reply to the membership on this link so that we can consider all the views on these questions.

Simply put, we are looking for ways to work with our EU colleagues, without endangering them, ourselves, or our businesses.  I believe that most non-EU investigators do not do enough business in or for the EU to justify hiring lawyers, consultants or attending classes at professional conventions.  It is a simple matter of cost versus benefit.

Therefore, we need to attempt to work together to discuss these matters if we are to keep these professional ties alive and healthy.

In the past, non-EU investigators could simply rely on their EU based clients – usually EU based investigators or lawyers – to direct the investigation in such a way as to be in conformance with national and EU laws.  However, this has now changed into a situation in which the GDPR and other new and/or evolving national data protections laws may not be clear to the client (Controller or Processor in GDPR speak).  Further, there is also the matter that several national jurisdictions within the EU may be involved – of which the clients may not be totally expert.  

Consequently, we would like to comment on our observations of the responses we received and then specifically address some questions that we believe could be of interest to the entire membership.  With that in mind, a few key points became apparent in reading these responses.

BASIC TERMS

From the UK ICO online guide noted below, “Data Controllers and Processors: The Data Controller is usually the client who requests the investigation.  The Data Processors are usually the investigators and sub-contractors who process the PII and other personal data.  The GDPR refers not only to the establishment of data controllers, but also of data processors (i.e. of the entity that processes personal data on behalf of the data controller) which, if located in the EU, triggers the applicability of EU data protection laws, regardless of where the data processing (e.g. location of the servers) takes place.” Sub-data processors would be sub-contracting investigators to the primary data processor.  The “Instructing Attorney” may or may not be the Data Controller.

According to the GDPR:
• a Controller is a natural or legal person or organization which determines the purposes AND means of processing personal data; and
• a (Data) Processor is a natural or legal person or organization which processes personal data on behalf of a controller.

According to the GDPR, a Data Processor has specific legal obligations which require you to at least maintain records of all personal data and processing activities and you will be responsible for any personal data breaches.

Data Controllers have similar legal obligations as well as for ensuring that all contacts with the Data Processors are documented and comply with the GDPR.
Personal Identifiable Information (PII) is any data that could potentially identify a specific individual. Any information that can be used to distinguish one person from another and for de-anonymizing anonymous data, can be considered PII.  (The term PII and personal data are often interchanged. This definition provides for a wide range of personal identifiers to constitute personal data, including name, identification number, location data or online identifier, reflecting changes in technology and the way organizations collect information about people. It can also include IP and MAC addresses, cookies and RFID tags; all of which can be combined with unique identifiers and other information to identify data subjects.)

THERE IS STILL CONSIDERABLE CONFUSION ABOUT THE GDPR

We found it interesting that several respondents seemingly experts and consultants on the GDPR, had opposing views on aspects of the law.  In fact, it is estimated that 50 % of all EU firms still have “major information gaps” regarding the GDPR.  We presume this will continue for some time, but we hope that an open discussion of the law will smooth out some of these conflicts.  I believe that is all new and it is a game changer for many us outside of the EU.  Therefore, it is incumbent on us non-EU members to try to get a handle of this as soon as possible.  After all, this appears to be a murky area and there are several unsettled areas – as was shown by many of the responses received, containing contradictory information re the GDPR.  We also know that some EU member states are currently revising their data protection laws to come into better conformance with the GDPR.

As an example, one respondent wrote “Despite supposedly being a unified legislation, organisations (sic) will still need to consider local laws in deciding how to process personal data under GDPR. While it’s doubtful that a company would get away without some form of penalty if caught processing information from one EU country in another EU country with less restrictive legislation, there will undoubtedly be some that try.”

Therefore, it is a matter of professional prudence to ensure that we non-EU members have a more thorough understanding of the GDPR (and related laws) for which we will be assuming a higher level of liability and serious penalties than ever before.

QUESTION

We have seen two different views on the question of whether a notice of GDPR compliance is required at the bottom of each professional email by an investigator who handles GDPR personal data.

Can anyone confirm this to be true?

Does the organization have any suggestions as to what notice would satisfy this requirement – if it is true?

THE GDPR IS NOT NEW

The general tenor of several of the responses of the EU based investigators re the GDPR was that “this is not new for us” or “we have been doing this for years” or “our national laws are even more stringent”.  As I pointed out in my first email (OBSERVATION #1), we understand that the GDPR was actually passed two years ago, and we are also aware that there are various data protection laws in individual states of the EU.

I was born and raised in Europe and we have done business there for well over 30 years.  We are generally aware of the various Data Protection laws, although we usually count on our European partners to ensure that their requests meet ever changing local and EU standards.  Conversely, we do not expect members outside of the U.S. to be expert on our laws. In the past, we have counted on our European partners to be aware and cognizant of their state and EU laws.  However, the GDPR is a game changer in that it attempts to create legal liabilities for us outside of the EU.   

Therefore, as our EU based colleagues have a “head start” in looking at this matter, our observations below are addressed to both EU and non-EU based investigators.  We believe many of the latter will be surprised at the responsibilities and obligations resulting from EU law(s) and how their liability can be drastically increased based upon the contracts required as well as the judgement of the primary client or investigator (“controller”) who initiates and manages the cases.

[bookmark: _Hlk512553781]ALL INVESTIGATORS ARE AWARE OF THE GDPR AND ITS REQUIREMENTS

There appears to be a prevailing perception that if the EU members are aware of these laws, the rest of the members are as well.  That is certainly not the case.  I am willing to wager that over 90 % of the non-EU members are NOT aware that the GDPR will add legal liability and very specific data processing requirements when investigating an EU subject for whom the GDPR applies.  While some professional organizations have had some excellent general articles regarding the GDPR, there are several areas yet to be touched on and that should be brought to the attention of the general membership.

[bookmark: _Hlk512601224]THE GDPR WILL PROBABLY NOT GO INTO EFFECT ON 25 MAY

In this same vein, several respondents opined that the GDPR will not go into effect on 25 May, and it may be some months before it actually goes into effect.  The point is that the new GDPR - will de jure if not de facto - go into effect on 25 May 2018. This new law attempts to extend the EU laws to control the activities of investigators outside of the EU.  That is a fact that cannot be avoided or ignored.  The details may not be worked out and enforcement may be spotty at first, but like any bureaucrat or lawyer will tell you – that is the “effective date”.  Any alleged violations will be considered as being valid any time after May 25.  I doubt there will be any official “grace period”.

THE NEED FOR ADDITIONAL CONTRACTS

Several respondents stated that there is no need for additional contracts.  We are currently dealing with three different partners in the EU and each is asking for additional agreements.  You will note that the key resource GDPR EU.org “Web learning resources for the EU General Data Protection Regulation’ located at  https://www.gdpreu.org/the-regulation/key-concepts/ 
recommends that new contracts be negotiated with all processors (vendors) to insure compliance with the GDPR. 

Further, according to the GDPR, there must be a written Data Processor Agreement (DPA) contract when one business processes personal data on behalf of another business, which obligates the businesses to at least comply with the absolute minimum legal requirement concerning the procedures and safeguards to be used in processing this data.  Further, any Controller (client) that is subject to GDPR will need to have in place an appropriate Data Processing Agreement (DPA) with any third party that he shares data with where that third party is a Processor as defined under GDPR.

In fact, the UK ICO online guide states:  

The GDPR states at Article 28.3 that Processing by a processor shall be governed by a contract or other legal act under Union or Member State law, that is binding on the processor with regard to the controller …… 
This means that you need a written contract every time you employ a processor to process personal data. This includes both: 
 when you directly employ a processor; and 
 when a processor, with your written authority, employs another processor.
A non-disclosure agreement (NDA), also known as a confidentiality agreement (CA), confidential disclosure agreement (CDA), hush agreement, proprietary information agreement (PIA) or secrecy agreement (SA), is a legal contract between at least two parties that outlines confidential material, knowledge, or information that the parties wish to share with one another for certain purposes but wish to restrict access to or by third parties.  We are also being asked to execute these agreements so that the Controller/Processor can document his protection of the personal data.

Contracts between controllers and processors: 
 ensure that they both understand their obligations, responsibilities and liabilities; 
 help them to comply with the GDPR; 
 help controllers to demonstrate their compliance with the GDPR; and 
 may increase data subjects’ confidence in the handling of their personal data. 

The GDPR imposes a legal obligation on both parties to formalise (sic) their working relationship. Aside from the legal requirements, this makes practical and commercial sense. 

By having a contract in place with the required terms: 
 you are ensuring that you are complying with the GDPR; 
 you are protecting the personal data of customers, staff and others; and 
 both parties are clear about their role in respect of the personal data that is being processed and there is evidence of this.”

Although not mandated in the GDPR, we are being asked to sign a separate General Cooperation Agreements (GCA) with our EU partners.  These agreements set our legal relationships as well as exactly what services we are being asked to provide.   We have been told that this agreement is necessary for each assignment to ensure that the exact parameters of the investigation are memorialized.  We suspect that this is another measure to document how the data processing came about and is being carried out – as a matter if legal protection. 

However, much more important, it is our belief that a very strong Non-Competition Agreement (NCA) is a must.  As we discuss below, it appears that the GDPR requires that the data controller (the client) be aware of the sources used in carrying out these investigations.  If we were to name our sources to the client or investigator who hires us, why would they come back to us in the future?

Therefore, a non-EU investigator will need to sign at least one and probably multiple contracts when agreeing to work on a case involving a person protected under the GDPR.  Therefore, below, we will look at the risks undertaken by signing such contracts.

MANDATORY CONTRACT BRINGS MANY DUTIES AND LIABILITIES

[bookmark: _Hlk512787303]An investigator (processor or sub-processor in GDPR speak) must at a minimum sign a Data Processor Agreement (DPA) – which immediately subjects us to EU data processing and contractual laws.   The DPA ensures that personal data is processed lawfully, fairly and transparently; collected for specified, explicit and legitimate purpose; adequate, relevant and limited to what is necessary; accurate and kept up-to-date; kept for no longer than is necessary in relation to the purposes for which it was collected; processed in a manner that ensures appropriate security.  It also stipulates how we store the data on a subject, communicate this data, are prepared to every trace of the data if so directed, it is necessary for us to identify each and every source of information, all extraneous data must be destroyed, and we could become involved in legal liabilities if the client (controller in GDPR speak) makes a judgment error.  This is indeed new.

In the three proposed DPAs we have seen, we are asked to agree to not only comply with the GDPR but with the local national EU member state’s data protection laws – which are then indicated by a URL link to the actual law.  In other words, we are being asked to certify that we are totally familiar and in compliance with these state laws.  As most of the “legal experts” we have seen in the EU have not agreed on the meaning of various sections of the GDPR, we believe that a non-EU investigator must take this into account before making such a certification and undertaking this significant liability.

This is even more so in the case of the local national EU member states data protection laws (at least 14 we have found), some of which date back to 1976 and have been amended or superseded on multiple occasions.  Some of the DPAs we have received cite multiple jurisdictions and contain multiple URL’s.  

We also understand that a key misconception regarding GDPR concerns where and how data is stored.  Some investigators believe that if their collected data does not reside inside a European Union data center, they are exempt from the regulations. This is a false assumption. It's about the data, not the location where that data is stored. Much of GDPR was written specifically to handle data collection of organizations based outside the EU.  We doubt most non-EU investigators know where their servers are located.  Iceland is a popular location for servers.  Iceland is not a member of the EU, but it is a member of the single market by being a member of the European Economic Area (EEA).  Switzerland is not a member of the EU or the EEA but is a member of the single Market.

QUESTION

1. If we were to use a server in Iceland for our email (millions do), what would we need to do to be sure that we were GDPR compliant? 

2. The same question for Switzerland.



GDPR AND THE MANY STATE LAWS

The GDPR calls for each member state of the EU to enact their own Data Protection law.  It is our understanding that only 14 of the 28-member states have thus far passed such a law, and that several states are still developing their laws.  For example, Poland and the U.K. are reportedly making changes, and Norway is currently rewriting their regulations on Data Protection Agreements.  Further, many states have even more stringent national data protection laws than the GDPR. Although, as noted above, a non-EU investigator like we are, must sign a DPA stating that they are cognizant regarding the GDPR and individual national data protection laws now and any future changes, the reality is that we normally rely on the client or local investigator to provide guidance on their local laws.  (Conversely, EU investigators have normally relied on us to advise them regarding legality under U.S. laws.)  Obviously, this means that non-EU investigators will have to rely on their EU clients to be totally up-to-date with the pertinent laws in the EU.  Further, non-EU investigators having signed the DPAs stating that they accept responsibility for complying with these laws, will have the sole liability in the event of any inadvertent violation of these laws.

We learned that, for example, Germany has consistently had some of  the strictest data protection laws in Europe and is preparing even more stringent changes.  Poland and Norway are preparing to broaden the scope of processing employee personal data law; Norway is currently revising their requirements DPAs; and the UK is planning to make some personal data, such as that belonging to people with criminal convictions, exempt from requiring consent.

[bookmark: _Hlk512602699]QUESTIONS:

Regarding this issue of overlapping laws, we have two questions which we believe would be of general interest:

1. In the event of contradictory or overlapping laws in the EU, which law is dominant and takes supremacy:  The GDPR or the EU member state national law?

1. Can an EU member state’s national data protection law have lesser standards than the GDPR, or can they only be more restrictive?


WHO IS PROTECTED BY THE GDPR

To us, a key question is who is protected under the GDPR?   (We understand that this question can also vary according to national members state laws, but we are inquiring only about the GDPR.)

Initially, we understood that the GDPR applies to EU citizens residing in the EU or temporarily residing outside of the EU.

We have now been informed that foreign citizens residing in the EU will have the same rights under the GDPR.  Further, EU citizens serving at an embassy or consulate in a non-EU Country are similarly protected.

QUESTIONS:

Regarding this issue who is protected by the GDPR, we have four questions which we believe would be of general interest:

1. Does an EU citizen who resides for several months in another country but does not have a residence permit enjoy the protection of the GDPR? (I.E. – For example, if someone travels to the US and remains here for three months every year, they do not need a residence permit.)  Is it the length of time out of the EU or the receipt of a foreign residence permit that decides the jurisdiction?
1. When does the EU citizen lose the GDPR protection?
1. Is it in fact correct that a foreigner residing in the EU receives the same protections from the GDPR as an EU citizen?
1. If so, how long does foreigners have to reside in the EU before they are protected?

SOURCE PROTECTION

It is our understanding that the GDPR requires that the entire chain of the data processors (investigators) know the sources involved.    For example, it is now our understanding of GDPR Article 28 (2) that if a private investigator was working as a data processor, the private investigator would be required to inform the instructing attorney or controller as to the identities of which sub-processors (vendors) they had utilized.  Further, no matter who acts as the Data Controller, the GDPR requires that all sub processors (sub agents) in the processing must be declared and identified to the Data Controller, i.e. the client.  In fact, the GDPR adds that “The Processor must not use sub Processors without consent of the Controller.”

To put this into a more understandable context, I will use an excellent example written by colleague in a professional investigators’ association newsletter:

“Example – I’m employed by US Investigator to do a due diligence project in Germany, the end client is (a) US Bank. The US Bank would be the data controller and my client (the US investigator) and I would be data processors. GDPR apparently requires the data controller to know who is in the processing chain, therefore my client needs to disclose in their contract that they have employed me with my contact details, and I would need to disclose my German resource with contact details.”

This would clearly make an investigator uncomfortable.  Part of our brand or “added value” are our sources.  Traditionally, clients came to you because you could offer a better product – usually based upon your sources.  Under the GDPR, it appears that most investigators will be using the same non-proprietary / non-confidential sources. As we noted above, if an investigator were to agree to name their sources, they would at least need a very strong NCA.

QUESTIONS:
 
We imagine that this will be a matter of considerable concern to many investigators.  Therefore, we especially encourage comments and discussion on this issue.

1. For example, if I supply the public marriage records of an EU citizen from the public registry in Albuquerque, New Mexico, is it enough to say that they came from the registry, or must I also state that John Smith went there to obtain a copy?

1. Are we correct that everyone above us on the chain of data processing will receive this information (i.e., controller and data processor) or just the person above us in the chain (i.e., the primary data controller)?

1. Is the source information provided to the data subject along with a copy of the report or only if requested in a legal action?

As everyone can imagine, the answer to this question will have a major impact on investigators and/or their sources. 

[bookmark: _Hlk512855316]
CONSENT

Under the GDPR, consent needs to be ‘freely given, specific, informed and unambiguous’.  Explicit consent of the data subject is one of the key elements of the GDPR. 

Article 6 of the GDPR lists six possible justifications for data processing personal information on an "EU person".  The most commonly named by respondents for investigations such as pre-litigation, asset searches, reputational and background checks, etc. was the so-called "legitimate interest" justification listed in Article 6.1 (f).  These investigations can become increasingly complicated because the personal data of third parties can also become involved.

Article 6(1) identifies six lawful grounds for processing personal data:

a) Consent
b) Contract
c) Legal obligation
d) Vital interests
e) Public interest task
f) Legitimate interests
We note that several respondents noted that advance consent for an investigation is not always required – in some limited circumstances.  In fact, Article 6 of the GDPR provides some exceptions.  The most commonly referred to was Article 6.1(f) which refers to “legitimate interests”.  

It is our impression that many investigators see this as a means to conduct investigations without notifying the data subject or being able to use other than public sources.

We note that the GDPR EU.org website “Web learning resources for the EU General Data Protection Regulation” (GDPR) located at 
https://www.gdpreu.org/the-regulation/key-concepts/legitimate-interest/ makes the following comments:

“Legitimate interest” may be among the most confusing concepts written into the GDPR, which is not helped by the amount of incorrect interpretations available when you search for the term online.

“Article 6.1(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular, where the data subject is a child.

Like all other subparagraphs in this section, (f) sets a high bar that the processing must be necessary. In other words, if an alternative approach could meet the same end without processing personal data, then said processing would not be lawful without consent.

Even when data processing is necessary to the controller, such legitimate interests must be weighed against “the interests or fundamental rights and freedoms of the data subject”. Should data controllers justify processing without consent based on this subparagraph, they will need to be prepared to prove legitimate interests (a higher burden) relative to the implied general interests of data subjects.   (Emphasis added.)

For further confirmation, take a look at the April 2017 opinion posted by the Article 29 Data Protection Working Party, an independent advisory body to the EC commissioned by Article 29 of the current Directive (thus the name):

In this context, the Working Party also supports the principled approach chosen in the Proposed Regulation of broad prohibitions and narrow exceptions and believes that the introduction of open-ended exceptions along the lines of Article 6 GDPR, and in particular Art. 6(f) GDPR (legitimate interest ground), should be avoided.

Note the explicit call-out that the legitimate interest ground under 6(f) in the GDPR should be avoided”

Some investigators stated that Article 6 (f) of the GDPR allows you “to collect etc. data if you have a legitimate reason, which can be anything from legal, to economic interests. And you have to notify the Person.”

Others noted that “if the legal interests of the other Party are higher or you are preventing a crime, defending your civil rights etc., then you don't have to notify the Person.”  (Emphasis added.)

However, per the UK ICO online guide, “If you obtain personal data from other sources, you must provide individuals with privacy information within a reasonable period of obtaining the data and no later than one month.”  Other respondents have stated that it is only 2 weeks.

One of the few reference sources we found that discussed some pertinent hypothetical details of “legitimate interests” was in a guide published by the The International Association of Privacy Professionals (IAPP). 

https://iapp.org/media/pdf/resource_center/DPN-Guidance-A4-Publication.pdf

Regarding “Legitimate Interests and the obligation to inform individuals”, it states that “Controllers need to be aware that if they use Legitimate Interests rather than other Lawful Bases, individuals must be told about those Legitimate Interests and there is also an obligation to tell individuals about their right to object.”

The study notes that “legitimate interests” can be considered necessary for “
the purpose of preventing fraud.”  It goes on to note that “An individual who may be engaged in alleged illegal activity, or whose data is processed in relation to an age restricted or regulated environment, still has rights and freedoms. However, where processing addresses illegal activity it may tip the balance in favour (sic) of the Controller, as the Legitimate Interest could be compelling.” (Emphasis added.)

Some of the other listed general hypothetical areas in which the “legitimate interests” basis might be acceptable are “Fraud, Risk Assessment, Due Diligence, Ethical, Profiling and Evidential Purposes….” 

However, this guide also states that the GDPR requires that “The processing of personal data strictly necessary for the purposes of preventing fraud”, also constitutes a legitimate interest of the data controller concerned. 

• Controllers that rely on “legitimate interests” should maintain a record of the assessment they have made, so that they can demonstrate that they have given proper consideration to the rights and freedoms of data subjects. 

• Controllers should be aware that data processed on the basis of legitimate interests is subject to a right to object - which can only be rejected where there are “compelling” reasons.

Where “legitimate interests” are relied on, ensure this is included in the
information that must be supplied to data subjects pursuant to Articles 13 and 14.  Information notices must now set out legitimate interests where “legitimate interests” are relied on in relation to specific processing operations, this will now need to be set out in relevant information notices, by virtue of Article 13 (1)(d) and 14 (2)(b).

Article 13: EU GDPR: "Information to be provided where personal data are collected from the data subject"

1. Where personal data relating to a data subject are collected from the data subject, the controller shall, at the time when personal data are obtained, provide the data subject with all of the following information:
(a) the identity and the contact details of the controller and, where applicable, of the controller's representative; 
 (b) the contact details of the data protection officer, where applicable; 
 (c) the purposes of the processing for which the personal data are intended as well as the legal basis for the processing; 
 (d) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the controller or by a third party; 
Article 14: EU GDPR: "Information to be provided where personal data have not been obtained from the data subject"………

2. In addition to the information referred to in paragraph 1, the controller shall provide the data subject with the following information necessary to ensure fair and transparent processing in respect of the data subject:
(a) the period for which the personal data will be stored, or if that is not possible, the criteria used to determine that period;
(b) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the controller or by a third party; 
In short, from these guides, it appears that you must notify the data subject of at least your “legitimate interests”.  Despite this, several investigators opined that you would not have to notify a data subject of your investigation or the basis for it.  Further, you could refuse to confirm your investigation if the data subject exercised their right to access.  Therefore, we have this key question below.

QUESTION:

If you are basing your investigation on the “legitimate interest” exception, when do you have to notify the subject of the investigation that you are conducting or have conducted this inquiry? (We have received four different viewpoints on this point! Two weeks; four weeks; never; or if the matter goes to court.)

What do you have to notify them of?

The answer to the above question is critical for several reasons.  First of all, depending upon the case, the subject could flee, move or conceal his assets, do damage to a firm’s reputation, etc.  Secondly, the GDPR states that “Controllers should be aware that data processed on the basis of legitimate interests is subject to a right to object - which can only be rejected where there are “compelling reasons”.  Obviously, if the subject objects, the investigation can very likely be terminated and the ICO would be called upon to review your records explaining the decision to utilize the “legitimate interests” exception.  At that point, all of the sources used, and information obtained would be provided to the subject – which could then lead to civil action against the Controller and processors involved.  At that point the person could also seek redress under Article 82 of the GDPR, which makes it possible for data subjects to sue firms for any breach of their rights under the GDPR, even if the breach did not cause a material loss.

“Under the GDPR, individuals will have the right to obtain:

· confirmation that their data is being processed;
· access to their personal data; and
· other supplementary information – this largely corresponds to the information that should be provided in a privacy notice (see Article 15).

This “right of access” ……. clarifies that the reason for allowing individuals to access their personal data is so that they are aware of and can verify the lawfulness of the processing (Recital 63)”

The other two points we noted were raised in the following guide: Taken from the U.K. ICO on-line guide to the GDPR:  
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/

It states that:

“You may be able to rely on legitimate interests to lawfully disclose personal data to a third party. You should consider why they want the information, whether they actually need it, and what they will do with it. You need to demonstrate that the disclosure is justified, but it will be their responsibility to determine their lawful basis for their own processing.

You should avoid using legitimate interests if you are using personal data in ways people do not understand and would not reasonably expect, or if you think some people would object if you explained it to them. You should also avoid this basis for processing that could cause harm, unless you are confident there is nevertheless a compelling reason to go ahead which justifies the impact.” (Emphasis added.)

In short, we see two issues here:

First, the Controller (client and/or primary investigator) will need to make some judgment calls that are based on rather vague legislation.  (Certainly, lawyers will profit from these new data protection laws.)

Secondly, you will have to perform a legitimate interests assessment (LIA) that considers legitimacy, necessity and balance.  Once again, these areas are very subjective.  The UK IOC online guide also notes “Legitimate interests will not often be the most appropriate basis for processing which is unexpected or high risk……. You must tell people in your privacy information that you are relying on legitimate interests and explain what these interests are.”

Third, also according to the UK ICO online guide, “If your LIA identifies significant risks, consider whether you need to do a DPIA to assess the risk and potential mitigation in more detail……. Data Protection Impact Assessments (DPIAs) – you must carry out a DPIA when what you are doing with personal data is likely to result in a high risk to individuals’ rights and freedoms, particularly when new technologies are involved. You can use your record of processing activities to help flag when a DPIA is required, to keep a track of its progress, and to link to the completed report.”

In other words, it is our understanding that the Controller will be required to complete a DPIA where their processing is “likely to result in a high risk to the rights and freedoms of natural persons”.  However, there is no statutory requirement for Data Processors to complete a DPIA.

Fourth, all aspects of this decision and data processing procedure must be saved in the event of any future disputes regarding this decision to “legitimate interests”.

Finally, it seems to us that any processors or sub-processors working under a Controller who makes such a decision are leaving themselves liable if the Controller’s decision is disputed by the subject of the inquiry.

In this area of data processing exceptions, there seem to be many opinions but little data so far.  

We are told by a German fellow investigator that the German Data Protection Law has a provision allowing an investigator to carry out an investigation without the consent of the person of interest if it “would prejudice the assertion, exercise or defense (sic) of civil claims, or that the processing contains data from civil law contracts and serves to prevent damage by criminal offenses, unless the data subject's legitimate interest in the provision of information is outweighed…”  

Does the GDPR have such a provision?  Is Article 9 (2) (f) of the GDPR the equivalent where it gives the exception “Necessary for the establishment, exercise or defense (sic) of legal claims or where courts are acting in their judicial capacity.”?

In the past, you could legally conduct a discreet search for the person and his assets.  Once successful, you could seek a Mareva injunction to freeze their funds without prior notice.  (A Mareva injunction is an exceptional form of interlocutory relief, designed to freeze the assets of the defendant, in appropriate circumstances, pending determination of the plaintiff's claim.)  It is critical to our profession to know if this type of investigation is still possible in the EU.

KEY QUESTION

In simple terms, for example, if a person from one of the developing countries embezzles $ 100 million dollars and moves to the EU, can you conduct a civil search for him and his assets without giving him notification?  Obviously, if the embezzler is alerted, he will flee or conceal his assets.

This leads us to the next two keys areas: penalties and effective jurisdiction.

[bookmark: _Hlk512705784]PENALTIES

To understand as to why a non-EU based investigative company would be interested in the GDPR, please note that the EU takes the view that this new law applies to any business anywhere (including those businesses located in the U.S. and Canada) wishing to do business in the EU or regarding personal data concerning an EU citizen. In any event, the EU considers this privacy legislation to be legally binding. Please note that the GDPR provides penalties for certain violations of up to 20 million euros ($24.6 million) or 4 percent of a company's worldwide profits, whichever is greater. The significant potential financial penalties provide reason enough for companies in the EU and beyond to be aware of the GDPR requirements.  

Ignorance of a partner's noncompliance will not save a company from the 4% fines of global annual turnover. 

GDPR JURISDICTION REGARDING THE U.S.

Again, we are not lawyers and our observations do not constitute legal advice. Rather, we hope to spur open professional group discussions and further research.

From what we have read in research as well as been informed by colleagues, U.S. companies that conduct business overseas also have to comply with the GDPR or face the same fines as EU businesses. 

In March 2016, the Judicial Redress Act of 2015 was passed and went into effect. The Judicial Redress Act of 2015, 5 U.S.C. § 552a note, extends certain rights of judicial redress established under the Privacy Act of 1974, 5 U.S.C. § 552a, to citizens of certain foreign countries or regional economic organizations. This gave EU citizens the right to seek legal redress in the US as part of a new EU-US data protection agreement, covering instances where EU citizens' personal data is involved in US criminal and terrorism investigations. The deal brings rights of EU citizens in line with those of US citizens, who can sue in European courts for similar privacy breaches.  

On December 2, 2016, the European Union (the “EU”) undertook the final steps necessary under EU law to approve an executive agreement between the U.S. and the EU (the “Parties”) relating to privacy protections for personal information transferred between the U.S., the EU, and the EU Member States for the prevention, detection, investigation, or prosecution of criminal offenses. The Agreement, commonly known as the Data Protection and Privacy Agreement (the “DPPA”) or the “Umbrella Agreement,” established a set of protections that the Parties are to apply to personal information exchanged for the purpose of preventing, detecting, investigating, or prosecuting criminal offenses.  Article 19 of the DPPA establishes an obligation for the Parties to provide, in their domestic law, specific judicial redress rights to each other’s citizens.  The Judicial Redress Act is implementing legislation for Article 19 of the DPPA.

In 2016, three major U.S. corporations were successfully sued in U.S. courts for not protecting personal data under the EU-US Shield law.

In September 2017, an additional three U.S. companies agreed to settle Federal Trade Commission (FTC) charges that they misled consumers about their participation in the EU - US Privacy Shield framework, which allows companies to transfer consumer data from EU member states to the United States in compliance with EU law.  The Commission issues an administrative complaint when it has “reason to believe” that the law has been or is being violated, and it appears to the Commission that a proceeding is in the public interest. When the Commission issues a consent order on a final basis, it carries the force of law with respect to future actions. Each violation of such an order may result in a civil penalty of up to $40,654.  The key factor in this decision was that the companies were not only violating contracts that they signed, but that they had also misrepresented their participation and compliance with the EU - US Privacy Shield framework.

Finally, Article 82 of the GDPR makes it possible for data subjects to sue firms for any breach of their rights under the GDPR, even if the breach did not cause a material loss.  It states that any person who has suffered "material or non-material damage" as a result of a breach of GDPR, has the right to receive compensation (Article 82(1)) from the controller or processor. The inclusion of “non-material” damage means that individuals will be able to claim compensation for distress and hurt feelings even where they are not able to prove monetary loss. 

We believe this clause will introduce the concept of accepting lawsuits on a contingency basis.

Certainly, any one of these laws could be invoked to sue not only the Instructing Attorney and/or Controller and/or processors if – for example – the subject of the inquiry was to dispute the use of “legitimate interests” under Article 6.1 (f) to conduct an investigation without prior consent and notification.
In summary, as we understand it, EU residents with no physical presence in the U.S. do have many individual rights and remedies they can pursue against a U.S. investigation company before U.S. courts.  For example, a breach of tort law can also be claimed either through privacy tort violations, or through claims of misrepresentation where the defendant can be found to have concealed a material fact about its compliance with privacy laws or has made a misleading representation because of some material fact that wasn’t disclosed.

Furthermore, U.S. companies are not immune from a claim by an individual in the EU, in addition to claims by the FTC and other U.S. Federal agencies under Federal law, as well as by State Attorneys General under State law. 

Finally, under the GDPR, U.S. companies acting as subcontractors to companies that are directly accountable to EU data protection authorities and EU individuals by virtue of their processing activities, will also be liable under the law and may be subject to direct claims in connection with their sub processing activities.

As an aside, with the GDPR going into effect on 25 May 2018, we note that data transfers will no longer be governed by the existing EU-US Privacy Shield arrangement - or - EU-US Umbrella Agreement.




ADDITIONAL INFORMATION REGARDING “LEGITIMATE INTERESTS” WHICH YOU MAY FIND USEFUL

Obtained from the U.K. ICO on-line guide to the GDPR
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/


[bookmark: _GoBack]AT A GLANCE
· Legitimate interest’s clause is the most flexible lawful basis for processing, but no one can assume that it will always be the most appropriate.
· It is likely to be most appropriate where you use people’s data in ways they would reasonably expect, and which have a minimal privacy impact, or where there is a compelling justification for the processing.
· If you choose to rely on legitimate interests, you are taking on extra responsibility for considering and protecting people’s rights and interests.
· Public authorities can only rely on legitimate interests if they are processing for a legitimate reason other than performing their tasks as a public authority.
· There are three elements to the legitimate interests’ basis. It helps to think of this as a three-part test. You need to:
· identify a legitimate interest;
· show that the processing is necessary to achieve it; and
· balance it against the individual’s interests, rights and freedoms.
· The legitimate interests can be your own interests or the interests of third parties. They can include commercial interests, individual interests or broader societal benefits.
· The processing must be necessary. If you can reasonably achieve the same result in another, less intrusive way, legitimate interests will not apply.
· You must balance your interests against the individual’s. If they would not reasonably expect the processing, or if it would cause unjustified harm, their interests are likely to override your legitimate interests.
· Keep a record of your legitimate interests’ assessment (LIA) to help you demonstrate compliance if required.
· You must include details of your legitimate interests in your privacy information.
Please direct any comments to the Group rather than directly to us as, due to our caseload, we will not have time to answer them individually. Thank you!
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